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Abstract. TheDistributedControlLab (DCL)[10] providesanopeninfrastruc-
turefor conductingroboticsandcontrolexperimentsfrom theInternet.It is based
on web servicetechnologiesand offers a wide rangeof frontendapplications.
Within theDCL environmentwefocusonsafetymechanismsin orderto prevent
maliciouscodefrom damagingexperimentalequipment.This includessource
codeanalysis,runtimeobservation andthe dynamicreplacementof faulty con-
trol algorithms.
Within thepaperwe presentanoverview of our architectureandexplain theim-
plementedfrontendsin detail.We introducetheinstalledexperimentsandreport
ourexperiencesfrom operationin thelastyears.In additionwe will describeour
latestintegrationof grid computingtechnologies,which allows the outsourcing
of computing-intensive simulationtasks.

1 Intr oduction

The 'Distributed Control Lab' developedat the OperatingSystemsand Middleware
ChairatHasso-Plattner-InstituteatUniversityof Potsdamrealizesaremotelycontrolled
testbedfor interconnectedmiddleware-basedcomponentsandembeddedmobile sys-
tems.

The job-basedenvironmentof our DistributedControlLab allows theuserto con-
duct experimentsfrom a variety of client devices.In thecontext of this paperwe use
thetermexperimentto denoteits physicalinstallationandits speci�c controlsoftware.

Our managementarchitectureincludesuserauthenti�cation,experimentmanage-
ment,resultmanagementandthemanagementandqueuingof jobs.After a successful
authenti�cationat the DCL, the usercansubmitcodeto a chosenexperiment.After-
wardshe cananalyzeexecutionresults,whenthe experimentexecutionhas�nished.
Theimplementedarchitectureallowsthemanagementof multipleusersaccessingava-
riety of experiments,while all usersandexperimentscanbedistributedamongdifferent
locations.Figure1 showsageneraloverview of thelabarchitecture.A varietyof exper-
imentshave alreadybeenintegrated,including thecontrolof Lego Mindstormrobots,
a Foucault'sPendulumandtheHigher Striker. Furthermorea numberof differentuser
interfaceshavebeenimplemented.Thereis a ASP.NET webfrontend,a commandline
interface,a WindowsCE mobileclient andaccessto theDCL hasalsobeenintegrated
into theVisualStudio.NETdevelopmentenvironment.Publishingexperimentsoverthe
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Fig.1. DistributedControlLabOverview

Internetbearstherisk thatmaliciouscodefrom unknown sourcescanpossiblydamage
physicalexperimentequipment.Within theDCL, we investigateandimplementtech-
niquesthatpreventmaliciouscodefrom damagingtheexperiments.Weusesourcecode
analysisto detectmaliciouscode.Becausenotall potentialerrorscanbefound,wehave
alsointroducedspeciallanguagesthatforbid usageof pointersandrecursion,whichcan
easilybeusedto attackour experiments.In theFoucaultPendulumexperimentwe use
analyticredundancy - usercontrolcomponentareobservedduringruntime.In caseof
abnormalbehavior, it can be replacedby a veri�ed safetycontroller using dynamic
recon�guration.Detailsaboutthis experimentscanbefoundin [12,13].

Anotherproblemwith publicly availableexperimentsis theunpredictablenumber
of usersaccessingasingleexperimentoreventheoverallframework.Theusualsolution
for this scalabilityissueis thesimulationof experimentcodeexecution.Userscantest
their codebeforesubmittingit to physicalexperiment.This leadsto anincreasedneed
for computingresources.In aconsequencetheresponsetimeof thelab is in�uencedby
heavy usage.Thereforeweusegrid technologiesto compensatetheseissuesby utilizing
computingpower from grid resources.

Theremainderof thepaperis structuredasfollows: ThesubsequentSection2 de-
scribesthemanagementarchitectureof ourDCL includinganoverview of implemented
DCL frontends.Section3 brie�y outlinesexperimentsinstalledin the Lab. Section4
presentsour simulationinfrastructurefor theLab experiments,includingdetailsabout
the usageof grid services.Relatedwork is provided in Section5. The �nal Section
concludesthepaperanddiscussesfuturework.



2 The Distrib uted Control Lab Ar chitecture

Thearchitectureof our DCL consistsof a frontendinterfacefor differenttypesof end
userapplicationsandtheframework managementbackendpart.

The DCL offers Web Services-based(SOAP) interfacesto allow several typesof
userinterfaceapplicationsto connectregardlessof their hardwareandsoftwarearchi-
tecture.Theexisting frontendsfor theDCL will bediscussedin section2.1in detail.

At theWebServicesinterface,requestsfor experimentusageareabstractedasjobs.
Theinternalrepresentationof a job objectcontainstherequestedexperimenttype,aref-
erenceto userdetailsandthecodeto beexecuted.Our framework ensurestheserialex-
ecutionof jobsonmanagedexperiments.Resultsof experimentrunsarepost-processed
andstoredin theframework.

TheDCL backendconsistsof threemainparts.Authenticationof usersis realized
in a separatecomponent- the ticket server. The secondcomponent- the experiment
manager- queuesrequestsfor experimentusagefrom usersandmanagesinstancesof
experiments.A resultmanagerkeepstrackof executionstateof jobsandstoresresults
of experimentruns.Thecentralcomponentsof theDCL havebeenimplementedonthe
Microsoft .NET platform.Figure2 illustratescentralpartsof theDCL architecture,in-
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Fig.2. MessageFlow in DCL

cludingtimely orderedmessage�o w. BehindtheSOAP interface,themaincomponents
of the DCL performtheir communicationwith .NET Remotingmechanisms.Experi-
mentsareattachedto themanagementsystemby registration,usinga .NET Remoting
interface.

TheTicket Servercomponentis responsiblefor relatingexecutedjobswith a phys-
ical enduser. All jobs in theDCL systemarerepresentedby uniquetickets. All other
partsof the DCL architecture(ExperimentController, ExperimentManager, Result
Manager) use thosetickets. Tickets can be acquiredfrom the Ticket Server, which
checksuserdataagainsta Windows2000ActiveDirectory[8].



A usercanselectanexperimentandsendavalid ticketandthecodeto beexecutedto
theExperimentManager. If a freeexperimentinstanceof theselectedtypeis available,
thecodewill betransferredto anExperimentController instance,whereit will becom-
piled andinstalledon thephysicalexperiment.Within theExperimentController, user
codeis checkedandobservedduringruntimeandin casemaliciouscodeis detected,it
will beremoved.After experimentexecutionhas�nished, resultsaretransferredto the
ResultManager. Experimentresultscanbeacquiredvia theSOAP interface.Someof
our implementeduserinterfacesareableto visualizethis dataasdiagramsor display
videostreamsrecordedduringexperimentexecution.

2.1 Frontendsfor the DCL

The openarchitectureof the DCL, basedon the widely adoptedWeb Servicesusing
theSOAP standard,facilitatesseveraltypesof clientapplications.Sincethestartof the
DCL in 2002varioustypesof frontendsweredeveloped,offering differentsubsetsof
functionality. At themomentthereare4 frontends(see�gure 1): a ASP.NET Website,
a commandline basedclient, a Windows CE client anda Visual Studio .NET Add-
In. Thefollowing Sectionswill presenttheimportantfeaturesandrequirementsof the
implementedfrontends.

ASP.NET Web Interface The�rst andour primary frontendis realizedasASP.NET
interface.ASP.NETis thewebapplicationenvironmentof theMicrosoft.NETplatform.
Becauseof its seamlessintegrationof web servicestechnologyit canactaspowerful
client for theDCL architecture.Theactualversioncontainsthefollowing features:

– Overview anddetailedinformationfor all experimenttypes
– Livevideostreamfrom theexperimentareafor immediateuserfeedback
– Supportof incrementalcodedevelopment
– Stateinformationof all jobs,includingcurrentlyrunningandqueuedonces
– Jobmanagement(cancel,delete,or startjobs)
– Resultpresentationin severalwaysregardingto theexperimenttype(raw data,state

diagrams,Flashmovie, animatedvideo,detailederrordescription,compileerrors)

Command Line Client Thecommandline client frontendis mainly usedfor perfor-
manceandload testsof theDCL framework. It canwork in an interactive modewith
a step-by-step�o w and in a silent modewithout userinteraction.Resultsanderrors
areonly availableastext messages.With thesetof call parametersandthesilentmode
complex batchprocessesarepossibleincludingmultipleexecutionof jobsonaselected
experiment.

Windows CE Client The the full featuredASP.NET web interfaceis optimizedfor
desktopcomputersandcouldnotbedisplayedby today'sPocketPCswith it' srestricted
capabilities.Therefore,aspart of a students'project,we have implementeda limited
featuresetfor a Pocked PC runningat leastMicrosoft Windows CE 3.0. The mobile
frontendwas implementedaccordingto the devices' screensize, missingkeyboard
supportandnetworking bandwidth.Enteringprogramcodeis simpli�ed by pointing
selectablecodefragmenttemplates.



Visual Studio Add-In In thepresenceof errorsin thesourcecodeof ajob, it is dif�cult
to managedebug parameterwith the introducedDCL clients.The integrationof the
DCL functionalityin theMicrosoft VisualStudio.NET 2003IDE is thelatestfrontend
thatalsooriginatedasstudents'project.Theimportantfeaturesin comparisonwith the
webinterfaceare:

– A experimentspeci�c structurallist of jobsin a tool window
– Displayof sourcecodeerrorsin thecodeeditor
– Direct selectionof availableresults
– Familiarenvironmentfor developer

TheAdd-In allowsdevelopingexperimentprogramsin aIDE manner, becausethewell
known Visual Studiowork �o w waskept. After writing the programcodethe target
experimentwill be selected(e.g real robot or simulation)andpossibleerrorswill be
listedin thetasklist of theVisualStudio.ThisAdd-In combinesthefunctionalityof the
DCL andthepowerful tool chainof theVisualStudio.NET.

3 DCL Experiments

3.1 LegoMindstorm Robots

Oneyearagothecontrolof Lego MindstormRobotshasbeenintegratedinto theDis-
tributedControl Lab. Thelabusercanwrite C-styleprogramsin orderto conductrobot
controlexperimentswithin apre-de�nedoperationarea.After eachexperimentrun,the
robot hasto be driven to its charging dock.The operationareais observedby a cam-
era.An imagetrackingsoftwareprovidespositioninformationof the robot.A safety
controller, installedon therobot, is ableto �nd therobot's homeandto dockontothe
charging ramp.Thesafetycontrolleris activatedaswell, if a faulty usercontrolalgo-
rithm triesto leave theoperationarea,or experimenthardwarecouldbedamaged.

We have learnedfrom this experiment,that stableenvironmentalconditionsmust
beestablished.Changinglight conditionsin�uence trackingquality andoperationarea
groundpropertieschangeresultsof thecontrolexperiments.Wehaveinstalledtherobot
experimentin a basementroomwith constantlight conditions,whichhasnowindows.

We also usea specialcontrol languagethat preventsmaliciouscodeconstructs,
whichcoulddamagethehard-andsoftware.Thislanguageforbidstheusageof pointers
andrecursions.In additiononly callsto pre-de�nedfunctionsarepermitted.

A simulatorfor this experimenthasbeendevelopedaswell. Therobotsimulatoris
ableto executeprogramstogetherfor therealexperimentandproducesa trajectoryof
therobotsway, whichcanbevisualizedby someof theDCL frontends.

3.2 Foucault'sPendulum

This experimentconsistsof a pendulumwith an iron ball swinging over an electro-
magnet.Two orthogonallight barriersprovideinformationabouttheballsposition.The
goalof theexperimentis to switchthemagnetonor off at thecorrectmomentin timein
orderto keepthependulumswinging.Userscanpracticeto �nd algorithms,optimized



for minimum energy consumptionor accelerationto a maximumamplitudewithin a
giventime.

In orderto controlthependulum,ausercanwrite C#programs,whichareexecuted
by a commercial-off-the-shelfX86 PC running the Windows2000operatingsystem.
Becauseof real-timeconstraintsof theexperimenthardware,which samplesthe light
barrierswith a frequency of 23,4kHz, a customhardwarebufferssampleddata,which
canbe transferredinto the PC via theUniversal Serial Businterface.A device driver
transformsthe experimentdatainto a queue-basedstructureand is able to generate
eventsfor a usercontrol program.The userprogramitself canswitch the magnetby
sendingeventsto thedevicedriver.

3.3 Higher Strik er Experiment

The Higher Striker is a hard real-timecontrol experiment.In this experimenta user
canwrite controlprograms,thataccelerateaniron cylinder in a tubeof glass,usingsix
electromagnets,which have beenplacedalongthe tube.Sevenlight barriersbetween
themagnetsprovidepositioninformationof thecylinder.

The experimentconsistsof a customcontrol hardwareconnectedvia the parallel
port interfaceto acontrolcomputer, andthephysicalinstallation,with electromagnets,
light barriersand the describedtube.Data from the light barriersand to the electro
magnetsaresampledwith a frequency of 38,4kHz. A specialhardwareensuresthatthe
electromagnetscannotbeactivatedmorethan500msto avoid heatproblems.

Datafrom thelight barriersandto themagnetscanbebufferedbeforethey areread
or write via theparallelport.Theusercontrolprogramcande�ne how muchof the256
byte buffer shouldbe used.The smallerthe buffer size,the fastera control program
hasto reador write thedata.Smallerbuffersguaranteefasterreactiontimesonto light
barrierevents,but demandstrictertiming constraintsof thecontrolprogram.

Becauseof the high speed,the cylinder can reach,a real-timeoperatingsystem
mustbe installedat the controlling PC.We have alreadyusedWindows CE.NET4.2
[9] andRT-Linux [2] asbasisof ourcontrolprograms.A DCL usercanwrite aWindows
CE.NETconsoleapplicationandaccesstheexperimentvia a low level API, that sup-
portsthecon�guration of thebuffer size,andprovide anatomicread/writeoperation,
which is neededin orderto keeplight barrierandmagnetdatasynchronous.

This experimentcanbe usedto practicewriting effective control algorithms,be-
causephysicsbehindthemovementof thecylinder is quitecomplex. We areusingthe
HigherStriker experimentin our lecturesof embeddedsystemdevelopment.

4 Simulation Infrastructur e

Thefollowing Sectionexplainsourextensionof theDCL architecture,in orderto allow
theutilizationof grid computingtechnologiesfor computingintensivesimulationtasks.

4.1 DCL UsageScenarios

Due to the fact that a possiblyhigh numberof client machinesmay try to work with
a �x edsetof experiments,we refer to this scenarioasmany-to-onemodel.We extend



this modelwithin theDCL to a many-to-manyscenarioby usinggrid computingtech-
nologiesfor simulationpurposes.This extensionwasmotivatedby thedaily operation
in thelastyears.In generalwehaveexperiencedthreepracticalusagescenariosfor our
virtual lab:

few jobs on all experiments : Mostof thetimeourvirtual laboperatesatnormalload,
servingonly a smallnumberof users,which work on all kindsof experiments.In
this situationtheunderlyinghardware(computers,experimentalhardware)works
in normaloperationmode.All jobsareexecuteddirectly aftertheir submission.

many jobs on oneexperiment : This situationoccursin casewhena new experiment
is introducedto a groupof people,for examplein the context of a lecturetuto-
rial. The subsequentsubmissionof many jobs by differentusersleadssometimes
to unsatisfyingtimeoutsfor particularusers.Anotherreasonfor high load on ex-
perimentsis thedevelopmentof anew algorithm,for exampleto drivearobotback
to its battery-chargingbasestation.In this situation,only oneusersubmitsa lot of
differentjobs in shortintervals to a particularexperiment.For severalexperiment
typeswith a longresettimethis leadsto annoying delaysbetweenexperimentruns.

many jobs on all experiments : SometimestheDCL hasahighoverall load,typically
becauseof a precedingdemonstrationto a largeraudience.After suchdemonstra-
tionsmany paralleluserstry to submitjobsto all kindsof experiments.This leads
to a maximumworkloadon thesoftwareframework aswell ason theexperiments.
Usershave to wait anunsatisfyinglong time beforethey cansubmittheir codeto
anexperiment.

To providea solutionfor theserestrictions,theDCL relies(like many othervirtual lab
infrastructures)on the simulationof experiments.Simulationcan reducethe impact
of many parallelusersandincreasestheresponsivenessof theoverall framework. The
simulationcanbasicallysubstitutethefunctionalityof theexperiment,which increases
the availability for the overall experimenttype.The availability of thephysicalcoun-
terpartcanbein�uencedby severalfactors:Someof theexperimentscouldhavea long
initiation phase(robots),othersmayneeda longexecutiontime in general(pendulum).
Therearealsoexperimentsthat needperiodicbreaksduring their usage,for example
to rechargebatteries(robots)or to cooldown hardwareparts(higherstriker).However,
thesimulationreliesmainly onavailablecomputingcapacity.

A primaryconstraintfor theusefulnessof suchasimulationis executiontime.If the
overallexecutiontimeof asimulationrunexceedsthetimeon thephysicalexperiment,
thesimulationgivestheuserno bene�t. Thereforeit mustbe alwaysensuredthat the
simulationcanbeexecutedfastenough.For mostinstitutionsin this situationit is not
worthwhileto spenda lot money for bettersimulationmachines,sincethis largecom-
putingcapacityis only neededseveral timesduringhigh-loadphases.Theavailability
of a virtual lab in theInternetmakesthis kind of loadpeaksevenmoreunpredictable.

4.2 Grid Computing Backend

Thereexist several approachesin the grid computingresearch�eld to copewith the
demand-drivenaccessto computingresources.On of the primary aimsin this areais
thetransparentofferingof resourcesoverplatform-independentinterfaces[5].



For the purposesof our simulationtaskswe considercurrentcomputationalgrid
technologies.They allow us an on-demandoutsourcingof computing-intensive DCL
tasks.ThecurrentDCL installationusestheHPI grid testbedasbackgroundresource,
whichconsistsof nearly50machinesin aCondor[6] cluster, severalItaniumSMPma-
chinesandsomeotherheterogeneoussystems(Sun,MacOSX, Windows). We made
a cleardecisionnot to useproprietaryinterfaces,we rely on theDistributedResource
ManagementApplicationAPI (DRMAA)[11], a standardjob submissioninterfacede-
�ned by a working groupat GlobalGrid Forum(GGF).Additionally we make useof
Globus[4], anopensourcetoolkit for building grid infrastructures.Sincethe job sub-
missioninterfaceof Globusdoesnot rely onstandardsde�ned by theGGF, wedecided
to utilize only resourceinformationinterfacesfrom Globusfor ourDCL framework.

4.3 Simulation in the Grid

If we assumetheavailability of multiple machinesin thevirtual lab grid-backend,two
usagescenarioscanbeidenti�ed: usingidle machinesfor self-containedtasks,or using
idle machinesto computeadistributedalgorithm.

The�rst caseappliesto simulationswherethesimulatedtimecanbefasterthanthe
realtime, for examplein theLego robotexperiment.We developeda .NET application
that takesa user-written programasinput andsimulatestherobot's driving, including
the boundariesof the area.This simulationcan be executedat the highestpossible
speed,sinceno dependenciesto realworld parametersmustbe considered.We try to
integrateall relevant parameters(like batterycharging statusor groundquality) into
thesimulationin orderto providemeaningfulresultsfor theuser. Thegrid-backendof
theDCL takessucha simulationjob request,and�nds anappropriatefreemachinefor
execution.After �nishing, theresultingdata(e.g.driving route)is transferedbackto the
DCL server. Thegrid-backendcanassignmultiple machinesfor aparallelexecutionof
differentsimulationtasks.This couldbecomethecasewithin anoverloadsituationon
theoverall framework.

Thesecondpossibilityfor grid usageis thedistributedexecutionof anapplication.
We currentlyusea renderingprogramfor thevisualisationof simulationresultsin the
higherstrikerexperiment.Thesimulatoritself runsonthesamehardwareandoperating
systemas the real controller machine(Windows CE, X86). In caseof a simulation
run, thecontrolcommandsfor thephysicalhardwareareexchangedwith a call to our
simulatedhigherstriker hardware.The main reasonfor this differing architectureare
the strict timing constraintsin the experiment- it is not possibleto ignorein�uences
from operatingsystemandhardwarebehavior. Thereforeit is not possibleto build an
adequateself-containedsimulation.In practicalusagethis is not a big problem,since
thecodeexecutionin theentireexperimenttakesonly severalseconds.

Fromthegivenreasonswe decidedto usethegrid resourcesin analternative way
here.Our framework usestheoutputfrom thesimulatorin orderto rendera 3D visual-
isationof anhigher-strikerexperimentrun.We usethepopularPovray [1] packagefor
the renderingtasks.The binary is executedin a distributedmannerover the available
grid resources,simplyby segmentingtherenderingtasksfor theresultingmovie.

We experiencedin practicalexercisesthat non-technicalusers,for examplehigh-
schoolstudents,arevery pleasedif theuserinterfacedepictsthe results.Additionally



it is possibleto augmentthe resultingvideo with additionalinformation,for example
powerrelationshipsbetweenattractionandrejectionof themetalcylinder in thehigher-
strikerexperiment.

Bothsimulationexperimentsusethegrid resourcesin asimilarmanner. ThePovray
renderingtasksaswell astheLego simulationactivity areinitiatedby theexperiment
controllerfor a particularuserjob. TheexperimentcontrollerusestheDRMAA inter-
facefor submittingagrid job, whichconsistsof thebinaryto beexecutedandtheinput
parameters.Theexecutionis coordinatedby theimplementation.It checksthenumber
of availableclusternodesbeforestartingthe grid job submission.After �nishing, all
nodesreturntheir resultvaluesto theDCL server, which itself storesthemasstandard
experimentresults.Thegrid infrastructureis responsiblefor thecompleteexecutionof
thejob andthereliabletransferof inputandoutput�les.

5 RelatedWork

Web-basedeLearningandonlinelaboratoriesbecamemoreandmorefocusof research
in the last coupleof years.Thereareseveral real world examplesavailable.Most of
themconcentrateon theprovisionof experimentswith expensivecontrolhardware.

The VVL (german:Verbund VirtuellesLabor) project at University Reutlingen/
Germany [15] focuseson aneLearningenvironmentin thecontext of automationsys-
tems.They offer experimentationwith CAN bus installations,industrial robotsand
Java-basedcontrol logic simulations.Theprojectis primarily intendedfor automation
engineeringstudentsandfor computersciencestudents.

TheVirtual LabatUniversityof Hagen[14] offerseducationalexperimentsin con-
trol engineering.Theprojectis a cooperationover threegermanuniversities(Bochum,
Dortmund,Hagen).At themomentthereareseveral robot basedexperiments.Oneof
theirprimarygoalsis to avoid costlytransportationof teachingequipmentto thepartic-
ipatinguniversities.

Anotherexampleis theiLab project(WebLab)at MIT [7] in cooperationwith Mi-
crosoftResearchallowsremoteexperimentswith microelectronicdevicesto becarried
out. Themainpurposeis themeasurementof thecharacteristicsof thosedevices.It is
possibleto accessthe full programmingcapabilitiesof the semiconductormeasuring
units,voltagemeasuringunits,or voltagesourceunits.

At Universityof Pisathe Tele-Laboratory[3] offersa graphicaluserinterfacefor
roboticexperiments.TheuseraccessesthesystemthroughadownloadableJava-applet.
This appletoffersa graphicalmulti target robot languagewith a basicinstructionset.
It actsasan intuitive programminginterfacefor easyaccessfrom undergraduateand
high-schools.

In generaltherearea lot of web-basedremotelabsolutionsavailable.In contrastto
mostof this work, which focuseson particularexperimenthardware,our work at DCL
addressessoftwareengineeringaspectsof interconnectingmiddlewareandembedded
devicesaswell.



6 Conclusionsand Future Work

Within thepaperwehavepresentedthearchitectureof our remotelaboratoryandintro-
ducedavailableexperiments.We have madegoodexperiencewith thedaily operation
in teachingand research,regardingavailability and safetyof our infrastructure.We
make useof sourcecodeanalysis,runtimeobservationanddynamicrecon�gurationto
preventmaliciouscodefrom disturbingtheintegrity of our lab.

We have explainedthe usability of simulationtechniquesto copewith high-load
situations.We utilize grid computingtechnologiesfor out-sourcingcomputinginten-
sive tasks.Currentlywe have alreadyusedthis approachwithin two experiments:the
simulationof robotmovementandthegraphicalrenderingof simulationresult.

In thefutureweplanto extentedourlabwith new experiments,aswell asnew front-
endapplications.Wearegoingto integratedexperimentfrom geographicallydistributed
locations.In additionwe will applylatestwebservicestandards,suchasWS-Security,
to improvetheinteroperabilityof our frontendinterfaces.
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