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Abstract. The DistributedControlLab (DCL)[10] providesanopeninfrastruc-
turefor conductingroboticsandcontrolexperimentsrom thelnternet.It is based
on web servicetechnologiesand offers a wide rangeof frontendapplications.
Within the DCL ervironmentwe focuson safetymechanismén orderto prevent
malicious code from damagingexperimentalequipment.This includessource
codeanalysis runtime obsenation andthe dynamicreplacemenof faulty con-
trol algorithms.

Within the papemwe present@anoverview of our architectureandexplain theim-

plementedrontendsin detail. We introducethe installedexperimentsandreport
our experiencesrom operationin thelastyears.In additionwe will describeour

latestintegrationof grid computingtechnologieswhich allows the outsourcing
of computing-intensie simulationtasks.

1 Intr oduction

The 'Distributed Control Lab' developedat the OperatingSystemsand Middleware
ChairatHasso-Plattneinstituteat Universityof Potsdanmrealizesaremotelycontrolled
testbedfor interconnectedniddlevare-basedomponentsand embeddednobile sys-
tems.

The job-basecervironmentof our Distributed Control Lab allows the userto con-
ductexperimentsfrom a variety of client devices.In the context of this paperwe use
thetermexperimento denoteits physicalinstallationandits speci ¢ controlsoftware.

Our managemenérchitecturencludesuserauthenti cation,experimentmanage-
ment,resultmanagemerandthe managemerandqueuingof jobs. After a successful
authenti cationat the DCL, the usercansubmitcodeto a chosenexperiment.After-
wardshe cananalyzeexecutionresults,whenthe experimentexecutionhas nished.
Theimplementedarchitectureallows the managemenf multiple usersaccessingva-
riety of experimentsyhile all usersandexperimentanbedistributedamongdifferent
locations Figurel shovsagenerabverview of thelab architectureA varietyof exper
imentshave alreadybeenintegrated,including the control of Lego Mindstormrobots,
a Foucault's Pendulumandthe Higher Striker. Furthermorea numberof differentuser
interfaceshave beenimplementedThereis a ASPNET webfrontend,acommandine
interface,a Windows CE mobile clientandaccesgo the DCL hasalsobeenintegrated
into the Visual Studio.NETdevelopmenenvironment.Publishingexperimentoverthe
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Fig. 1. DistributedControl Lab Overview

Internetbearstherisk thatmaliciouscodefrom unknonvn sourcesanpossiblydamage
physicalexperimentequipmentWithin the DCL, we investigateandimplementtech-

niguesthatpreventmaliciouscodefrom damagingheexperimentsWe usesourcecode
analysigo detectmaliciouscode Becausaotall potentialerrorscanbefound,we have

alsointroducedspecialanguageshatforbid usageof pointersandrecursionwhichcan

easilybe usedto attackour experimentsln the FoucaultPendulumexperimentwe use
analyticredundanyg - usercontrolcomponentre obsenedduring runtime.In caseof

abnormalbehaior, it canbe replacedby a veri ed safetycontroller using dynamic
recon guration.Detailsaboutthis experimentsanbefoundin [12,13].

Anotherproblemwith publicly available experimentss the unpredictablenumber
of usersaccessingsingleexperimentor eventheoverallframenork. Theusualsolution
for this scalabilityissueis the simulationof experimentcodeexecution.Userscantest
their codebeforesubmittingit to physicalexperiment.This leadsto anincreasedeed
for computingresourcesin aconsequenctheresponsgime of thelabis in uencedby
heary usageThereforene usegrid technologieso compensatthesdassuedy utilizing
computingpower from grid resources.

Theremainderof the paperis structuredasfollows: The subsequenBection2 de-
scribeghemanagemerdrchitecturef our DCL includinganoverview of implemented
DCL frontends.Section3 brie y outlinesexperimentsinstalledin the Lab. Section4
present®ur simulationinfrastructurefor the Lab experimentsjncluding detailsabout
the usageof grid services.Relatedwork is providedin Section5. The nal Section
concludeghe paperanddiscussefuturework.



2 The Distrib uted Control Lab Architecture

The architectureof our DCL consistof a frontendinterfacefor differenttypesof end
userapplicationsandthe framenork managemerthaclendpart.

The DCL offers Web Services-base(SQAP) interfacesto allow several typesof
userinterfaceapplicationso connectregardlesf their hardwareandsoftwarearchi-
tecture . Theexisting frontendsfor the DCL will bediscussedh section2.1in detail.

At theWeb Servicednterface request$or experimentusageareabstracte@dsjobs
Theinternalrepresentationf ajob objectcontaingherequeste@xperimentype,aref-
erenceo userdetailsandthe codeto be executed Our framewnork ensureshe serialex-
ecutionof jobsonmanageaxperimentsResultsof experimentrunsarepost-processed
andstoredin the framework.

The DCL baclendconsistsof threemain parts.Authenticationof usersis realized
in a separateeomponent the ticket sener. The secondcomponent the experiment
manager gueuegequestdor experimentusagefrom usersandmanagesnstanceof
experimentsA resultmanagekeepstrack of executionstateof jobsandstoresresults
of experimentruns.Thecentralcomponent®f the DCL have beenimplementednthe
Microsoft .NET platform.Figure2 illustratescentralpartsof the DCL architecturein-
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Fig. 2. Messagd-low in DCL

cludingtimely orderedmessageo w. Behindthe SQAP interface themaincomponents
of the DCL performtheir communicatiorwith .NET RemotingmechanismsExperi-
mentsareattachedo the managemergystemby registration,usinga .NET Remoting
interface.

The Ticket Servercomponents responsibldor relatingexecutedobswith a phys-
ical enduser All jobsin the DCL systemarerepresentetby uniquetickets All other
parts of the DCL architecture(ExperimentController, ExperimentManager, Result
Manager) usethosetickets. Tickets can be acquiredfrom the Ticket Server which
checksuserdataagainsia Windows 2000Active Directory[8].



A usercanselectanexperimeniandsendavalid ticketandthecodeto beexecutedo
theExperimentManager. If afreeexperimentinstanceof the selectedypeis available,
thecodewill betransferredo anExperimentContmoller instancewhereit will becom-
piled andinstalledon the physicalexperiment.Within the ExperimentContmoller, user
codeis checledandobsenedduring runtimeandin casemaliciouscodeis detectedit
will beremoved.After experimentexecutionhas nished, resultsaretransferredo the
ResultManager. Experimentresultscanbe acquiredvia the SOAP interface.Someof
our implementeduserinterfacesare ableto visualizethis dataasdiagramsor display
videostreamgecordedduring experimentexecution.

2.1 Frontendsfor the DCL

The openarchitectureof the DCL, basedon the widely adoptedWeb Servicesusing
the SQAP standardfacilitatesseveraltypesof client applicationsSincethe startof the
DCL in 2002 varioustypesof frontendswere developed,offering differentsubsetf
functionality. At the momentthereare4 frontends(see gure 1): a ASPNET Website,
a commandiine basedclient, a Windows CE client and a Visual Studio .NET Add-
In. Thefollowing Sectionswill presentheimportantfeaturesandrequirement®f the
implementedrontends.

ASPNET Web Interface The rst andour primaryfrontendis realizedasASPNET
interface ASPNET is thewebapplicationervironmentof theMicrosoft.NET platform.
Becauseof its seamlessntegrationof web servicestechnologyit canactas powerful
clientfor the DCL architectureTheactualversioncontainghefollowing features:

— Overview anddetailedinformationfor all experimenttypes

— Livevideostreamfrom the experimentareafor immediateuserfeedback

— Supportof incrementatodedevelopment

— Stateinformationof all jobs,including currentlyrunningandqueuednces

— Jobmanagemernfcancel delete or startjobs)

— Resultpresentatiom severalwaysregardingto theexperimentype(raw data state
diagramsFlashmovie, animatedvideo, detailederrordescriptioncompileerrors)

Command Line Client The commandine client frontendis mainly usedfor perfor
manceandload testsof the DCL framework. It canwork in aninteractve modewith
a step-by-stepo w andin a silent modewithout userinteraction.Resultsand errors
areonly availableastext messagedlith the setof call parameterandthe silentmode
comple batchprocessearepossibleincludingmultiple executionof jobsonaselected
experiment.

Windows CE Client The the full featuredASPNET web interfaceis optimizedfor
desktopcomputersndcouldnotbedisplayedy today's Pocket PCswith it' srestricted
capabilities.Therefore aspart of a students'project,we have implementeda limited
featuresetfor a Pocled PC running at leastMicrosoft Windows CE 3.0. The mobile
frontend was implementedaccordingto the devices' screensize, missing keyboard
supportand networking bandwidth.Enteringprogramcodeis simpli ed by pointing
selectableodefragmenttemplates.



Visual Studio Add-In In thepresencef errorsin thesourcecodeof ajob, it is dif cult
to managedelug parametemwith the introducedDCL clients. The integration of the
DCL functionalityin the Microsoft Visual Studio.NET 2003IDE is thelatestfrontend
thatalsooriginatedasstudentsproject. Theimportantfeaturesn comparisorwith the
webinterfaceare:

— A experimentspeci c structurallist of jobsin atool window
— Displayof sourcecodeerrorsin the codeeditor

— Directselectionof availableresults

— Familiar environmentfor developer

TheAdd-In allows developingexperimentprogramsn alDE mannerbecauséhewell
known Visual Studiowork o w waskept. After writing the programcodethe target
experimentwill be selectede.greal robot or simulation)and possibleerrorswill be
listedin thetasklist of theVisual Studio.This Add-In combineghefunctionality of the
DCL andthe powerful tool chainof the Visual Studio.NET.

3 DCL Experiments

3.1 LegoMindstorm Robots

Oneyearagothe control of Lego MindstormRobotshasbeenintegratedinto the Dis-
tributedControl Lab. Thelab usercanwrite C-styleprogramsn orderto conductrobot
controlexperimentswithin a pre-de nedoperationarea After eachexperimentrun, the
robot hasto be drivento its chaging dock. The operationareais obsenedby a cam-
era.An imagetracking software provides positioninformation of the robot. A safety
controller installedon therobot, is ableto nd therobot's homeandto dockontothe
chaging ramp.The safetycontrolleris activatedaswell, if afaulty usercontrolalgo-
rithm triesto leave the operationarea,or experimenthardwarecouldbe damaged.

We have learnedfrom this experiment,that stableenvironmentalconditionsmust
be establishedChangindight conditionsin uence trackingquality andoperationarea
groundpropertiechangeesultsof thecontrolexperimentsWe have installedtherobot
experimentin abasementoomwith constantight conditions which hasnowindows.

We also use a specialcontrol languagethat prevents malicious code constructs,
which coulddamagehehard-andsoftware.Thislanguagdorbidstheusageof pointers
andrecursionsln additiononly callsto pre-de nedfunctionsarepermitted.

A simulatorfor this experimenthasbeendevelopedaswell. Therobotsimulatoris
ableto executeprogramgogetherfor the real experimentandproduces trajectoryof
therobotsway, which canbevisualizedby someof the DCL frontends.

3.2 Foucault'sPendulum

This experimentconsistsof a pendulumwith an iron ball swinging over an electro-
magnetTwo orthogonalight barriersprovide informationabouttheballsposition. The
goalof theexperimentis to switchthemagnebn or off atthecorrectmomentn timein
orderto keepthe pendulumswinging.Userscanpracticeto nd algorithms,optimized



for minimum enegy consumptionor acceleratiorto a maximumamplitudewithin a
giventime.

In orderto controlthe pendulumausercanwrite C# programswhich areexecuted
by a commercial-of-the-shelfX86 PC running the Windows 2000 operatingsystem.
Becauseof real-timeconstraintof the experimenthardware,which sampleghe light
barrierswith afrequeng of 23,4kHz, a customhardwarebuffers sampleddata,which
canbe transferrednto the PC via the Universal Serial Businterface.A device driver
transformsthe experimentdatainto a queue-basedtructureandis ableto generate
eventsfor a usercontrol program.The userprogramitself canswitch the magnetby
sendingeventsto the device driver.

3.3 Higher Strik er Experiment

The Higher Striker is a hardreal-time control experiment.In this experimenta user
canwrite controlprogramsthataccelerataniron cylinderin a tubeof glassusingsix
electromagnetswhich have beenplacedalongthe tube.Sevenlight barriersbetween
themagnetsprovide positioninformationof the cylinder.

The experimentconsistsof a customcontrol hardware connectedvia the parallel
portinterfaceto a controlcomputerandthe physicalinstallation,with electromagnets,
light barriersand the describedtube. Datafrom the light barriersandto the electro
magnetsaresampledwith afrequeny of 38,4kHz. A speciahardwareensureshatthe
electromagnetsannot be activatedmorethan500msto avoid heatproblems.

Datafrom thelight barriersandto themagnetsanbe bufferedbeforethey areread
or write via the parallelport. Theusercontrolprogramcande ne how muchof the256
byte buffer shouldbe used.The smallerthe buffer size, the fastera control program
hasto reador write the data.Smallerbuffers guarantedasterreactiontimesonto light
barrierevents,but demandstrictertiming constraintf the control program.

Becauseof the high speed the cylinder canreach,a real-time operatingsystem
mustbe installedat the controlling PC. We have alreadyusedWindows CE.NET 4.2
[9] andRT-Linux [2] asbasisof ourcontrolprogramsA DCL usercanwrite aWindows
CE.NET consoleapplicationand accesshe experimentvia a low level API, that sup-
portsthe con guration of the buffer size,andprovide an atomicread/writeoperation,
whichis neededn orderto keeplight barrierandmagnetatasynchronous.

This experimentcan be usedto practicewriting effective control algorithms,be-
causephysicsbehindthe movementof the cylinder is quite complex. We areusingthe
Higher Striker experimentin our lecturesof embeddedystemdevelopment.

4 Simulation Infrastructur e

Thefollowing Sectionexplainsour extensionof the DCL architecturein orderto allow
theutilization of grid computingtechnologiegor computingintensie simulationtasks.

4.1 DCL UsageScenarios

Dueto the factthat a possiblyhigh numberof client machinesmay try to work with
a x edsetof experimentswe referto this scenaricasmany-to-onenodel. We extend



this modelwithin the DCL to a many-to-manygcenaridby usinggrid computingtech-
nologiesfor simulationpurposesThis extensionwasmotivatedby the daily operation
in thelastyears.In generalwe have experiencedhreepracticalusagescenariogor our
virtual lab:

few jobs on all experiments : Mostof thetime ourvirtual lab operatestnormalload,
servingonly a small numberof userswhich work on all kinds of experimentsin
this situationthe underlyinghardware (computersexperimentahardware)works
in normaloperatiormode.All jobsareexecuteddirectly aftertheir submission.

many jobs on oneexperiment : This situationoccursin casewhenanew experiment
is introducedto a group of people,for examplein the context of a lecturetuto-
rial. The subsequensubmissiorof mary jobs by differentusersleadssometimes
to unsatisfyingtimeoutsfor particularusers.Anotherreasonfor high load on ex-
perimentds the developmenbf anew algorithm,for exampleto drive arobotback
to its battery-chaging basestation.In this situation,only oneusersubmitsa lot of
differentjobsin shortintervalsto a particularexperiment.For several experiment
typeswith alongresetime this leadsto anng/ing delaysbetweerexperimentruns.

many jobs on all experiments : Sometimeshe DCL hasahigh overallload,typically
becausef a precedingdemonstratiorto a largeraudienceAfter suchdemonstra-
tionsmary paralleluserstry to submitjobsto all kinds of experimentsThisleads
to amaximumworkloadonthe softwareframewvork aswell asonthe experiments.
Usershave to wait an unsatisfyinglong time beforethey cansubmittheir codeto
anexperiment.

To provide a solutionfor theserestrictionsthe DCL relies(like mary othervirtual lab
infrastructures)on the simulationof experiments.Simulationcan reducethe impact
of mary parallelusersandincreaseshe responsienes®f the overall frameavork. The
simulationcanbasicallysubstitutehe functionality of the experimentwhich increases
the availability for the overall experimenttype. The availability of the physicalcoun-
terpartcanbein uencedby severalfactors:Someof theexperimentxouldhave along
initiation phasgrobots),othersmayneedalong executiontime in generalpendulum).
Thereare also experimentsthat needperiodic breaksduring their usage for example
to rechagebatterieqrobots)or to cool down hardwareparts(higherstriker). However,
thesimulationreliesmainly on availablecomputingcapacity

A primaryconstrainfor theusefulnessf suchasimulationis executiontime. If the
overall executiontime of a simulationrun exceedghetime on the physicalexperiment,
the simulationgivesthe userno bene t. Thereforeit mustbe always ensuredhatthe
simulationcanbe executedfastenough For mostinstitutionsin this situationit is not
worthwhileto spenda lot money for bettersimulationmachinessincethis large com-
puting capacityis only neededseveral timesduring high-loadphasesThe availability
of avirtual labin the Internetmakesthis kind of load peaksevenmoreunpredictable.

4.2 Grid Computing Backend

Thereexist several approachedn the grid computingresearcheld to copewith the
demand-drrenaccesdo computingresourcesOn of the primary aimsin this areais
thetransparenoffering of resourcesver platform-independennterfaceq5].



For the purposef our simulationtaskswe considercurrentcomputationaigrid
technologiesThey allow us an on-demancdutsourcingof computing-intensie DCL
tasks.The currentDCL installationusesthe HPI grid testbedasbackgroundesource,
which consistof nearly50 machinesn a Condor[6] cluster severalltaniumSMP ma-
chinesand someotherheterogeneousystemqSun,MacOS X, Windows). We made
a cleardecisionnot to useproprietaryinterfaceswe rely on the Distributed Resouce
ManagementApplicationAPI (DRMAA)[11], a standardob submissiorinterfacede-

ned by aworking groupat Global Grid Forum (GGF). Additionally we malke useof

Globus[4], anopensourcetoolkit for building grid infrastructuresSincethe job sub-
missioninterfaceof Globusdoesnotrely on standardsle ned by the GGF, we decided
to utilize only resourcaenformationinterfacesfrom Globusfor our DCL framework.

4.3 Simulation in the Grid

If we assumehe availability of multiple machinesn thevirtual lab grid-baclend,two
usagescenarioganbeidenti ed: usingidle machinedor self-containedasks or using
idle machineso computea distributedalgorithm.

The rst caseappliesto simulationswherethe simulatedime canbefasterthanthe
realtime, for examplein the Lego robotexperimentWe developeda .NET application
thattakesa userwritten programasinput and simulateshe robot's driving, including
the boundariesof the area.This simulationcan be executedat the highestpossible
speedsinceno dependenciet real world parametersnustbe consideredWe try to
integrateall relevant parameterglik e battery chaging statusor groundquality) into
the simulationin orderto provide meaningfulresultsfor the user The grid-baclendof
the DCL takessucha simulationjob requestand nds anappropriatdree machinefor
execution After nishing, theresultingdata(e.g.driving route)is transferedackto the
DCL sener. Thegrid-baclendcanassignmultiple machinedor a parallelexecutionof
differentsimulationtasks.This could becomethe casewithin anoverloadsituationon
the overall framework.

The secondpossibility for grid usageis the distributedexecutionof anapplication.
We currentlyusea renderingprogramfor the visualisationof simulationresultsin the
higherstriker experimentThesimulatoritself runsonthe samehardwareandoperating
systemas the real controller machine(Windows CE, X86). In caseof a simulation
run, the controlcommandsdor the physicalhardwareareexchangedvith a call to our
simulatedhigher striker hardware. The main reasonfor this differing architectureare
the strict timing constraintdn the experiment- it is not possibleto ignorein uences
from operatingsystemandhardwarebehaior. Thereforeit is not possibleto build an
adequateself-containecsimulation.In practicalusagethis is not a big problem,since
the codeexecutionin the entireexperimenttakesonly severalseconds.

Fromthe givenreasonsve decidedto usethe grid resourcesn an alternatve way
here.Our framavork usesthe outputfrom the simulatorin orderto rendera 3D visual-
isationof anhighetstriker experimentrun. We usethe popularPovray [1] packageor
the renderingtasks.The binary is executedin a distributed mannerover the available
grid resourcessimply by segmentingthe renderingtasksfor the resultingmovie.

We experiencedn practicalexercisesthat non-technicalsers,for examplehigh-
schoolstudentsarevery pleasedf the userinterfacedepictsthe results.Additionally



it is possibleto augmenthe resultingvideo with additionalinformation,for example
powerrelationshipdetweerattractionandrejectionof themetalcylinderin thehigher
striker experiment.

Both simulationexperimentsisethegrid resourcedn asimilarmannerThePovray
renderingtasksaswell asthe Lego simulationactiity areinitiated by the experiment
controllerfor a particularuserjob. The experimentcontrollerusesthe DRMAA inter-
facefor submittinga grid job, which consistf the binaryto be executedandtheinput
parametersThe executionis coordinatedy theimplementationlt checksthe number
of available clusternodesbeforestartingthe grid job submissionAfter nishing, all
nodesreturntheir resultvaluesto the DCL sener, which itself storesthemasstandard
experimentresults.Thegrid infrastructurds responsibldor the completeexecutionof
thejob andthereliabletransferof inputandoutput les.

5 RelatedWork

Web-baseaLearningandonlinelaboratoriedecamanoreandmorefocusof research
in the last coupleof years.Thereare several real world examplesavailable. Most of
themconcentrat®n the provision of experimentswith expensve controlhardware.

The VVL (german:Verkund Virtuelles Labor) projectat University Reutlingen/
Germaly [15] focuseson an eLearningervironmentin the context of automatiorsys-
tems. They offer experimentationwith CAN bus installations,industrial robots and
Java-basedontrollogic simulations.The projectis primarily intendedfor automation
engineeringtudentsandfor computersciencestudents.

TheVirtual Lab at University of Hagen[14] offerseducationaéxperimentsn con-
trol engineering.Th@rojectis a cooperatiorover threegermanuniversities(Bochum,
Dortmund,Hagen).At the momentthereare several robot basedexperiments One of
their primarygoalsis to avoid costlytransportatiorof teachingequipmento the partic-
ipatinguniversities.

Anotherexampleis theiLab project(WebLab)at MIT [7] in cooperatiorwith Mi-
crosoftResearclallows remoteexperimentsvith microelectronidevicesto becarried
out. The main purposés the measurementf the characteristicef thosedevices.It is
possibleto accesghe full programmingcapabilitiesof the semiconductomeasuring
units,voltagemeasuringunits, or voltagesourceunits.

At University of Pisathe Tele-Laboratory[3] offers a graphicaluserinterfacefor
roboticexperimentsTheuseraccessethe systenthroughadownloadablelava-applet.
This appletoffers a graphicalmulti targetrobot languagewith a basicinstructionset.
It actsasan intuitive programmingnterfacefor easyaccesfrom undegraduateand
high-schools.

In generatherearealot of web-basedemotelab solutionsavailable.In contrasto
mostof this work, which focuseson particularexperimenthardware,our work at DCL
addressesoftware engineeringaspectf interconnectingniddlevare andembedded
devicesaswell.



6 Conclusionsand Future Work

Within the papemwe have presentedhearchitectureof our remotelaboratoryandintro-
ducedavailable experimentsWe have madegoodexperiencewith the daily operation
in teachingand researchregarding availability and safety of our infrastructure. We
make useof sourcecodeanalysisruntimeobsenationanddynamicrecon gurationto
preventmaliciouscodefrom disturbingtheintegrity of our lab.

We have explainedthe usability of simulationtechniqueso copewith high-load
situations.We utilize grid computingtechnologiedor out-sourcingcomputinginten-
sive tasks.Currentlywe have alreadyusedthis approachwithin two experimentsthe
simulationof robotmovementandthe graphicalrenderingof simulationresult.

In thefuturewe planto extentedourlabwith new experimentsaswell asnew front-
endapplicationsWe aregoingto integratedexperimentirom geographicallgistributed
locations.In additionwe will applylatestweb servicestandardssuchasWS-Security
to improve theinteroperabilityof our frontendinterfaces.
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